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Research focus: what about sustainability? mp

aaaaaaaaa l,

Social sustainability (*) = G ra te f“l tO b e

Environmental sustainability

here today!

Disclaimer:
I’'m not a sustainability expert

Egl{.“éﬂﬂ'}% 2ontint . -Speaker’s Corner

(*) related to human rights, which include physical and mental health!

->safety is about freedom from unreasonable risk of harnﬁ Cali
. Gallina
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 Why risk assessment of mental health conditions for personnel & users?
» IT/Al-based systems and their deployment

 Which are the emerging phenomena?

 How can we assess the risk of mental conditions?

* Next?

Software (
GBIIIBI‘@TU B. Gallina



Corporate Sustainability
Reporting

@
DIRECTIVE (EU) 2022/2464 OF THE EUROPEAN PARLIAMENT ANDoOF THE COUNCIL

‘Article 19a of 14 December 2022

Sustainability reporting

1. Large undertakings, and small and medium-sized undertakings, except micro undertakings, which are public- Risk assessment
interest entities as defined in point (a) of pomt (1) of Article 2 shall include in_the management report information

necessary to understand the undertaking’s impacts on sustamablh matters,|{and information necessary to &

understand how sustainabi lty matters atfect the unaerta 'I'l developiiienlL, pertoriiance and pOSlthI’l COI’ltFOl

” Ineans environmental, social and human rights, and governance factors, including
ctined in point (24) of Article 2 of Regulation (EU) 2019/2088;

(g) adescription of the principal risks to the undertaking related to sustainability matters, including a description of
the undertaking’s principal dependencies on those matters, and how the unaertaking manages those risks;
software Continuous
celllel‘ﬂ_lﬁ] DlgllaHZﬂllﬂn B. Gallina




IT/Al-based systems and their deployment

Malardalens

Recommendations
Multi-attribute rating
Predictions

Prescriptions
Filtering
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IT/Al-based systems and their deployment 220

(Agentic) LLMs-based safety engineering exploration B nical Guidelines

Human agency and oversight

Iltem
definition (3.5)

Technical robustness and safety
Ali Nouri, Beatriz Cabrero-Daniel, Fredrik Torner, Hakan Sivencrona, and Christian Berger. 2024.
Welcome Your New Al Teammate: On Safety Analysis by Leashing Large Language Models. Privacy and data governance
In Proceedings of the IEEE/ACM 3rd International Conference on Al Engineering - Software Engineering for AI (CAIN '24).

Association for Computing Machinery, New York, NY, USA, 172-177. https://doi.org/10.1145/3644815.3644953 _
Transparency

- propose a framework to support a higher degree of automation of HARA with LLMs.
Nouri, B. Cabrero-Daniel, F. Torner, H. Sivencrona and C. Berger, Diversity, non-discrimination
"Engineering Safety Requirements for Autonomous Driving with Large Language Models," and fairness

2024 IEEE 32nd International Requirements Engineering Conference (RE), 5 >

Reykijavik, Iceland, 2024, pp. 218-228, doi: 10.1109/RE59067.2024.00029. Socletal jv“e‘:l_eb’:a‘;‘n';’"’"e"‘a‘
h Many more papers'"

HA and risk
assessment (3.7)

Functional safety
concept (3.8)

Specification
of TSRs (4.6)

System
design (4.7)

M. Sivakumar, A. Boaye Belle, ]. Shan and K. Khakzad Shahandashti,

"Exploring the Capabilities of Large Language Models for the Generation of Safety Cases: the Case of GPT-4,"
2024 IEEE 32nd International Requirements Engineering Conference Workshops (REW),

Reykjavik, Iceland, 2024, pp. 35-45, doi: 10.1109/REW61692.2024.00010.

an agent is Al that can do the work of humans — instantly, indefinitely and exponentially cheaper

Software Continuous
Genter{n  Digitali
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IT/Al-based systems and their deployment

What is “Automated Driving”

SAE J3016 Levels of driving automation $

SAE Level0,1,2

You are driving
whenever these driver
support features are
engaged - even if your
feet are off the pedals
and you are not steering

You must constantly When the feature
supervise these support requests
features; you must steer,

brake or accelerate as
needed to maintain .
you must drive
safety

automated Driving System (ADS) Levels (SAE J3016)

Software Continuous
Genterln Digitalization

You are not driving when these automated driving features are
engaged - even if you are seated in the driver’s seat

These automated driving features will not
require you to take over driving

B. Gallina



IT/Al-based systems and their deployment 220

1 LU QUALITY
POVERTY EDUCATION

sensors
: The European Commission’s
e e ’ ! HIGH-LEVEL EXPERT GROUP ON
500D JOBS AND REDUCED \ / \ ARTIFICIAL INTELLIGENCE
ECONOMIC GROWTH INFRASTRUCTURE 10 INEQUALITIES / \ percepts .
| environment | | > > o

/

13 CUNATE 16 ke 17 Domcesaes actions

ACTION JUSTICE FOR THE GOALS 3 y / \ X =)

* *
* *
* 5k

A DEFINITION OF Al:
MAIN CAPABILITIES AND SCIENTIFIC DISCIPLINES

actuators

Definition d jerables of

Brussels, 18 December 2018

Collaborative tasks(",
Self-evolution and autonomy via Al-based
Connectivity

ABB robots handling float glasson a production line, 2008.
https://commons.wikimedia.org/wiki/File:Float_Glass_Unloadingjpg (*) portion of the robot sequence where both the robot application and operator(s) are within the same safequarded space

Software Continuous
centern | Dioitalization B. Gallina



https://en.wikipedia.org/wiki/Float_glass
https://en.wikipedia.org/wiki/Float_glass
https://www.iso.org/obp/ui/en/
https://www.iso.org/obp/ui/en/
https://www.iso.org/obp/ui/en/

Which are the emerging phenomena? wd,, s

1. Techno (di)stress

A. Te ChnO -Ovel‘load = situations where the use of Al technology causes users to increase their work pace and workload

. Te ChnO =-INVASION - situations where users remain constantly connected to technology (AI), unable to separate their personal and professional spheres

Te ChnO 'CompleXlty = situations where users must invest significant time and effort to learn and understand how technology (AI) works.

OO W

. Te ChnO -lnsecul‘lty = situations where people perceive technology (Al) as a threat to their jobs, either because of the automation of human activities or
because of competition with people who are more skilled in using Al

E . Te ChnO 'uncertalnty = situations in which the rapid and continuous evolution of technology (Al) generates instability and uncertainty,
forcing people to constantly adjust and learn

2. ..

Litan, D.-E. The Impact of Technostress Generated by Artificial Intelligence on the Quality of Life: The Mediating Role of Positive and Negative Affect.
Behav. Sci. 2025, 15, 552. https://doi.org/10.3390/bs15040552

Software
GBIIIBI‘@TU B. Gallina



Which are the emerging phenomena? UL

lesser significance or
value to the participants
(impaired ownership)

software | Conlinuous
centerdn | Digitalization

Publication

Your Brain on ChatGPT: Accumulation

of Cognitive Debt when Using an Al
Assistant for Essay Writing Task

Nataliya Kosmyna, Eugene Hauptmann, Ye Tong Yuan, Jessica Situ, Xian-Hao Liao, Ashly Vivian Beresnitzky, Iris
Braunstein, and Pattie Maes. "Your brain on chatgpt: Accumulation of cognitive debt when using an ai assistant for essay

writing task." arXiv preprint arXiv:2506.08872 (2025).

B. Gallina



Which are the emerging phenomena? 220

BlBJC

Microsoft boss troubled by rise in
reports of 'Al psychosis'
There are increasing reports of people suffering "Al

psychosis”, Microsoft's head of artificial intelligence
(Al), Mustafa Suleyman, has warned.

"We already know what ultra-processed foods can do to
the body and this is ultra-processed information. We're
going to get an avalanche of ultra-processed minds,"

Software (

cenler@ Source: https://www.bbc.com/news/articles/c24zdel5j180 B. Gallina



Which are the emerging phenomena? 220

Inte rn tho na l Jo urna l Of Cll n | CCll an d H ed lt h IJC H P International Journal of Information Management 83 (2025) 102887
Psychology :

Volume 23, Issue 3, July—September 2023, 100371

Contents lists available at ScienceDirect

International Journal of Information Management

-
Original article ELSEVIER journal homepage: www.elsevier.com/locate/ijinfomgt

Anticipated fear and anxiety of Automated

Driving Systems: Estlmatlng the prevalence Insights from the Job Demands—Resources Model: AI's dual impact on e
. . . employees’ work and life well-being

in a national representative survey

Ya-Ting Chuang®, Hua-Ling Chiang®, An-Pan Lin "’

) R abc O =z . . ade ) a . a ? Office of Administrative Affairs, National Taiwan Normal University, Taipei, Taiwan
Gunther Meinlschmidt ~ X Esther Stalujanis , Laura Grisar 9, Moritz Borrmann ¢, ® Dep. of Civic Education and Leadership, National Taiwan Normal University, Taipei, Taiwan

Marion Tegethoﬁ‘f

O
i 3 iaia- i H ) JOURNAL OF MENTAL HEALTH
Head KR Mlnds n Cr|S|S. HOW the AI ReVOIUthn Is Impac“ng Mental Health J Ment .) * ‘l AND CLINICAL PSYCHOLOGY JOURNAL OF EMERGING TECHNOLOGIES IN ACCOUNTING American Accounting Assocluliul\
Health Clin Psychol (2025) 9(3): 34-44 e 15 .2 POI 102308ea-32311
O www.mentalhealthjournal.org pp. 15-25

How Much Automation Is Too Much? Keeping the Human

Review Article Open Access Relevant in Knowledge Work

Steve G. Sutton
Vicky Arnold

Minds in Crisis: How the Al Revolution is Impacting Mental Health

Keith Robert Head

LMSW, Master’s in Social Work (MSW), West Texas A & M University, USA
Master of Business Administration (MBA), Bottega University, USA

Software Continuous
centern | Dioitalization B. Gallina



Which are the emerging phenomena? mp

GooD QUALITY GENDER

1 P HEAL EoucATw EQUALTY
The number of robots deployed in the world keeps growing
—>their impact on society is not negligeable

GOOD JOBS AND 10 REDUCED
ECONOMIC GROWTH INFRASTRUCTURE INEQUALITIES

Higher mental health problems -
13 oo 14 ™ B |17 RS

Is the balance really positive? - o
!H GLOBAL GOALS

‘or Sustainable Development

Contents lists available at ScienceDirect

Research Policy

journal www.elsevier.

. How sustainble is sustainable? ettt s 105

Contents lists available at ScienceDirect

Are they coming for us? Industrial robots and the mental health of workers™ | %

Sustainable Production and Consumption
Ana Lucia Abeliansky **, Matthias Beulmann °, Klaus Prettner *

e of Gt St of e i S Gt b 3. SieD it ELSEVIER journal homepage: www.elsevier.com/locate/spc

ARTICLE INFO ABSTRACT

R classicaiion: " % e .

o Robotics: Enabler and inhibitor of the Sustainable Development Goals

1

. T. Haidegger > "%, V. Mai®®"? C.M. Mérch®®""?, D.O. Boesl %, A. Jacobs", B. Rao R/,
enal ety A. Khamis ", L. Lach ™", B. Vanderborght '

oo s

Jobpolaiseion

J. L. de La Vara, B. Gallina, A. Fernandez-Caballero, J. P. Molina, A. S. Garcia and C. Ayora, "Assurance of Software-
Intensive Medical Devices: What About Mental Harm?," 2023 53rd Annual IEEE/IFIP International Conference on

Dependable Systems and Networks - Supplemental Volume (DSN-S), Porto, Portugal, 2023, pp. 168-172, doi:
10.1109/DSN-S58398.2023.00045.
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Outline o

 How can we assess the risk of mental conditions?
* Questionnaire-based research - focus on personnel
* SOTIF-augmented with mental harm - focus on users
* Next? Focused group-based research
(towards SlowAl in line with SlowTech)

Software
GBIIIBI‘@TU B. Gallina



How can we assess the risk of mental conditions - personnel in focus =0

Software Continuous
Center(n | Digitalization

Questionnaire definition aimed at eliciting
phenomena (including problems and solutions)
Questionnaire validation

Focus: Al-based systems and human collaboration
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How can we assess the risk of mental conditions - users in focus
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What about mental harm?

Proposal: extension of the interpretation of harm

8th Critical Automotive applications: Robustness & Safety (CARS), April 8th 2024

Safety of the Intended Functionality: What about
Mental Harm?

Barbara Gallina
Milardalen University, Viisteras, Sweden, Email: barbara.gallina@mdu.se

Abstract—Safety Of The Intended Functionality (SOTIF) is
defined in ISO 21448:2022 as absence of unreasonable risk
due to hazards resulting from functional insufficiencies of the
intended functionality or its i ion. The risk is defined
as combination of the probability of occurrence of harm and
the severity of that harm. Harm is typically intended as physical
harm. Recent studies however have pointed out that with the
increase of the ion level, mental might be
worsened or emerge. Hence, we state that mental harm shall be
taken into consideration to avoid violating a basic human right
(the right to mental health). Hence, in this abstract, we aim at
proposing an extended interpretation of the notion of harm while
conducting risk assessment in the SOTIF context.

Keywords—SOTIF, Mental Harm, Severity, Controllability.

1. INTRODUCTION AND BACKGROUND

1SO 21448:2022 [1] defines (definition 3.25) Safety Of The
Intended Functionality (SOTIF) as absence of unreasonable
risk due to hazards Iting from functional insufficienci
of the intended functionality or its implementation. The risk
is defined as combination of the probability of occurrence of
harm and the severity of that harm. While conducting the
SOTIF-HARA (Hazards Analysis and Risk Assessment) the
severity of harm, and the controllability of hazardous events,
can be estimated using the method described in ISO 26262-
3:2018 [2], Clause 6. In ISO 26262, harm is defined as physical
injury or damage to the health of persons. Hence, this definition
does not exclude mental harm. As far as we know, however,
the focus has so far been on physical harm. As a consequence,
harm is interpreted in a narrow manner. Specifically, the
Abbreviated Injury Scale (AIS) is used for estimating the
severity. The estimation of the controllability does not seem to
take into consideration the mental ditions that may manifest
themselves as a i of the i d automation level.
ISO 21448:2022 highlights that the observed outcome and the
estimated parameters for a specific hazard can be different
for the SOTIF-HARA. However, the focus has so far been on
physical harm. Recent studies (e.g., [3]) have pointed out that
with the increase of the automation level, mental conditions
(such as new situational phobias like automato-phobia) might
emerge. Hence, we propose to consider mental harm when
estimating the severity and controllability. The rest of the
abstract is organised as follows. In Section II, we present our
proposal. In Section III, we conclude and sketch future work.

II.  WHAT ABOUT MENTAL HARM?

In this abstract, to raise the quality bar while conducting
the SOTIF-HARA, we propose to extend the interpretation
of harm. This would contribute to: 1) increasing the chances
of better estimating the controllability of the driver (which

are the underlying assumptions on the mental health of the
driver?) in e.g., regaining the control of the driving task at
SAE J3016 level 3 as well as other road users; 2) deepening the
brainstorming regarding direct misuse. It is well known that
drivers with psychiatric disorders (such as mild to moderate
anxiety or depression) may drive. However, it is unknown if
increased automation may worsen their mental conditions and
hence increase the risk for misuse; 3) reaching a better under-
standing of the balance while using the GAMAB (Globalement
Au Moins Aussi Bon) risk acceptance principle since the
consideration would not be limited to the physical harm (which
in a long-term future might decrease) but would also consider
the mental harm, which instead in a long-term future might
increase, if not-considered. To the best of our knowledge,
our work represents a novelty in its proposal for expanding
the interpretation of harm in the automotive SOTIF context.
This work, conducted within the 4DSafeOps [4] project, cross-
fertilises the automotive domain with what was proposed
in [5], where the need of considering mental harm in the
medical domain was emphasised.

III.  CONCLUSION AND FUTURE WORK

To improve SOTIF, we proposed to expand the interpre-
tation of harm while conducting the HARA. Our proposal
could also fit ISO 26262-HARA. As future work, we aim
at conducting a systematic literature review in relation to the
mental conditions that emerged or were proven to be worsened
and their quantifiability and coverage by tort law. This with
the purpose of providing evidence for a future revision of ISO
21448:2022, in addition to what proposed in [6].

Acknowledgment: We thank the anonymous reviewers.
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How can we assess the risk of mental conditions - users in focus ey

Safety of the Intended Functionality of
External Human Interfaces:
Gaps and Research Agenda

July 3rd ;2024
Manabu Okada TIER 1V, Inc.
Barbara Gallina Malardalen University

+ ongoing work under review process

Safety of the Intended Functionality of External
Human Interfaces: Gaps and Research Agenda

Manabu Okada
TIER IV, Inc.
Jacom Building, 1-12-10 Kitashinagawa,
Shinagawa-ku, Tokyo, Japan
Email: manabu.okada@tierd.jp

Ab Next generation I puter i jons cor
prise the interactions that are expected to take place between
e.g., pedestrians and the so-called External Human-Machine In-
terfaces (EHMIs). EHMIs are expected to replace the in vehicle
Driver-oriented Driver-Machine Interface in the context of high
automation levels, where the driving task is fully automated. In
this context, it is paramount to ensure absence of unreasonable
risk due to hazards resulting from functional insufficiencies of the
intended functionality or its implementation, i.c., Safety Of The
Intended Functionality (SOTIF), defined in ISO 21448:2022. ISO
21448:2022 has been applied to ensure the Safety Of The Intended
Driver-Machine Interface-Functionality. SOTIF does not include
any specific consideration to address the so-called External Human-
Machine Interface. Hence, in this position paper, we posit that
the functional insufficiencies shall also embrace the socio-technical
issues that might emerge in the extended automated driving sys-
tem's ecosystem. These issues include faulty interactions with
pedestrians, traffic-lights, and more broadly, by taking a vehicle

Barbara Gallina
Meélardalen University,
P.O. Box 883, SE-72123
Viisteras, Sweden
Email: barbara gallina@mdu.se

functional insufficiency. Hence, applying SOTIF recommenda-
tions would effectively lead to achieve absence of unreasonable
risk and ultimately contribute to accidents prevention. The SO-
TIF's cause and effect model defines that triggering conditions
activate functional insufficiency. The triggering condition is a
specific condition of a scenario that contributes to a hazardous
Dehavior or an inability of human risk avoidance capability
including the Safety Of The Intended Driver-Machine Interface-
Functionality. For instance, in [S]. authors design and execute a
case study with the purpose of verifying the modeling and anal-
ysis capabilities of their framework for capturing system risks
caused by new augmented reality-related dependability threats
in AR-enriched DMIs. In the context of a panel organised at the
annual meeting of the Human Factors and Ergonomics Society
(2019), the chall and the in ing next
generation in vehicle DMI systems were discussed. In [

anthers rannet ahont o lemaconala nartininatrer dasien famsine

What is “Automated Driving”

SAE J3016 Levels of driving automation 3

s when these automated driving features are
2n if you are seated in the driver’s seat

These automated driving features will not
require you to take over driving
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How can we assess the risk of mental conditions - users in focus ==

-Education, inclusion of SOTIF extension proposal in the context of DVA437 Safety-

critical systems engineering — purpose raising awareness, ethical considerations,
safety culture

What is “Automated Driving”

SAE J3016 Levels of driving automation

SAE Level0,1,2 Level3
fou are drivin,
iver

-Novel SOTIF concepts in collaboration with Scania - ongoing
(more information will be shared tomorrow)

et are

When the feature
requests

AEJ3016)

-SOTIF-aware (mental harm-aware) assurance in collaboration with Bosch - ongoing
(more information will be shared tomorrow)

Goals:  offer practical value to safety managers, technology designers
boost a proactive safety culture

Software (
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Next: Focus group-based research: why?

Explorative research
. software Conlinuous .
Reveal emergent phenomena within  gepiertn pisitalizaion companies

Are you committed to assess risk within your company?

Contribute to the questionnaire .

Join this Focus group-based research

Software Conlinuous
cemel‘ﬂlﬁ] Dlgllallzallﬂn B. Gallina



Next:

Continuation of SOTIF-related work in the automotive domain
Exploration of other domains, e.g., robotics

software Continuous
Gemel‘[@ Dlgllallzallﬂn B. Gallina
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Hope it was interesting!
Thank you very much for your attention!

#60-TSF-Towards a Sustainable Futu

Software Conltinuous
Genterln Digitalization

#49-c0COMPASS - Continuous Regulatory Compliance and Assurance of Socio-technical Systems

In case of interest,
drop me an e-mail:
barbara.gallina@mdu.se



